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Zabezpecenie prenosu dat

» Pri prenose dat je potrebné data zasSifrovat do necitatefnej podoby —
dekodovanie je mozné len pomocou utajeneho kluca

« Symetricke Sifrovanie
— Sprava sa zakoduje a dekdduje pomocou rovnakého kluca, ktory
musi byt zdielany medzi odosielatelom a prijimatelom
* Asymetricke Sifrovanie
— Sprava sa zakoduje jednym kfu€om, ktory pozna odosielatel a
dekdduje druhym, ktory pozna iba prijimatefl
— Nevyhoda — klu¢e musia byt dostatoCne dlhé aby bolo Sifrovanie
spolahlivé (zlozitejSie kddovanie/dekddovanie)
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Protokol HTTPS (1)

* Protokol SSL/TLS — komunikacia sa inicializuje pomocou
asymetrického Sifrovania a data sa potom prenasaju zakédované
symetrickou Sifrou

— Prenos HTTP cez SSL/TLS = HTTPS
1. Klient (prehliadac) odoSle nezakdédovanu poziadavku na server
2. Server v nezakédovanej odpovedi odosle svoj verejny kluc

Klient . Server
Privatny kluc

2
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Protokol HTTPS (2)

3. Klient vygeneruje nahodny kl'u€ platny pre jedno sedenie (tzn.
pokial pouzivatel neuzavrie okno prehliadaca)

4. Klient zakdduje vygenerovany kfu€ pomocou verejného kluca
servera a odosle ho na server

Klient Server
3 Privatny kluc
Verejny klG¢ 4 Verejny klu¢
_ Wl )

7
KIUC sedenia
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7 KlucC sedenia 71—
";’///////////////////A
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Protokol HTTPS (3)

5. Kilient a server zdielaju kluC sedenia na symetrické zakodovanie a
dekddovanie dat pri vymene HTTP poziadaviek/odpovedi

* Pre pouzivatela a pre prenos dat v prostredi JavaScriptu je
Sifrovanie transparentné — jediny rozdiel je v pouziti https schemy

Klient 5 Server

7//////////////////// . 17 v
Z v, 7 Privatny kluc
7 Poziadavka 7

|

Verejny klué

N

'//////////////////////;
/ ’ 17 v .
<+—  Odpoved 7 Kla¢ sedenia
&///////////////////A

KIUC sedenia

Verejny kluc
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Autentifikacia a autorizacia pouzivatelov

« Autentifikacia
— Overenie totoZznosti pouzivatela

— ZvyCajne sa realizuje vymenou zdielaného tajomstva — napr.
pouzivatel'ské meno/heslo

« Autorizacia
— Kontrola pristupovych prav — ku ktorym datam ma pouzivatefl
pristup a aké operacie nad nimi méze vykonavat
— ZvyCajne sa overuje na strane servera

Peter Bednar
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Autentifikacia na strane servera (1)

* Pouzivatelské mena a hesla su spravovane na servery

1. Klient pre autentifikaciu zobrazi stranku s prihlasovacim
formularom do ktorej pouzivatel zada svoje meno a heslo

2. Pouzivatelské meno a heslo sa odoSle cez HTTPS na server, ktory
overi totoznost' pouzivatela

Klient Server

7////////////////////

2 Meno/heslo

\I

N

'//////////////////////::
— ;E Overenie 7
’;’///////////////////A
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Autentifikadcia na strane servera (2)

* Nevyhody
— Klient musi overit totoznost servera

* NestacCi URL adresa — URL méze byt utoCnikom
presmerovana na iny server, ktory tak ziska pristup k
pouzivatelskym menam a heslam

— Server udrziava zoznam pouzivatefov a hesiel, musi byt
dostatoCne zabezpecCeny

— Pouzivatel sa musi zaregistrovat na kazdom serveri zvlast —
vela mien/hesiel — pouzivanie jednoduchych hesiel, alebo toho
istého hesla na viacerych strankach znizuje bezpecCnost

Peter Bednar
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Overenie totoznosti servera — SSL certifikaty

« CertifikaCna autorita
— Doéveryhodna organizacia, ktora overi totoznost poskytovatela
servera na danej adrese a vyda mu SSL certifikat
« SSL certifikat je subor, ktory obsahuije:

 Informacie o organizacii poskytovatela a o samotnom
certifikate (napr. datum vydania a platnosti, URL servera,
atd’.)

* Verejny kfuC servera

 Digitalny podpis certifikaCnej autority, ktory sa pouziva na
overenie platnosti a integrity certifikatu (tzn. nikto neméze
zmenit' informacie v certifikate bez toho aby sa neporusil
digitalny podpis)

Peter Bednar
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Digitalny podpis (1)

« Digitalny podpis je zalozeny na aplikacii haSovacej funkcie a
asymetrického Sifrovania

- HasSovacia funkcia — pre zadane data vypocita kontrolné Cislo — tzv.
hasovaci kdd (hash)

— Pre hasovaciu funkciu musi platit
« Je velmi zlozité vypocitat vstupné data z vystupného kodu
» Je velmi nepravdepodobneg, ze sa vygeneruju rovnaké
vystupné kody pre r6zne vstupné data

10
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Digitalny podpis (2)

« Postup pri digitalnom podpise:

1. Odosielatel vypocita haSovaci kéd dokumentu a zasifruje ho svojim
privatnym kfuCom
— ZaSifrovany hasSovaci kod tvori digitalny podpis dokumentu,

ktory sa odosle s dokumentom prijimatelovi

2. Prijimatel vypocCita haSovaci kod dokumentu

3. Prijimatel dekoduje digitalny podpis dokumentu verejnym klfuCom
odosielatela (tzn. ziska povodny haSovaci kod odosielatela), ak sa
hasovacie kody zhoduju, plati:
— Dokument bol skutoCne podpisany odosielatelom s danym

verejnym kluCom (tzn. klient si m&ze overit identitu odosielatela)

— Nikto iny nezmenil obsah dokumentu

Peter Bednar

11



Aplikacie Webovych technologii BIRSNGE[e=!

Autentifikacia a autorizacia implementovana
poskytovatelom identity

« Vacsina pouzivatelov je uz zaregistrovana na socialnych sietach:
— Chceme aby sa pouzivatel mohol prihlasit do naSej aplikacie s
pouzivatelskym menom a heslom zaregistrovanym u
poskytovatela identity

« Google, Facebook, Microsoft, Twitter, GitHub, ...
* Protokol OpenID Connect/OAuth 2.0
— Dokumentécia: https://oauth.net/2/
— Podporuje autentifikaciu pouzivatela
— Podporuje autorizaciu na servery pri pristupe k datam

o

Peter Bednar
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Autentifikacia pomocou OAuth 2.0 (1)

1. Pre prihlasenie pouzivatela sa zobrazi prihlasovacia stranka
poskytovatela identity

Server
GET /login poskytovatela
identity

Prehliadac

sivatel prihlasovacia stranka
pouZivatela

Server + sluzby
aplikacie
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Autentifikacia pomocou OAuth 2.0 (2)

2. Pouzivatel sa prihlasi svojim pouzivatelskym menom a heslom na
stranke poskytovatela identity. Server poskytovatela identity overi
jeho totoznost a po uspesnom prihlaseni presmeruje prehliadac na
stranku aplikacie, ktorej preda vygenerovany autorizacny token.

Server
meno/heslo poskytovatela
identity
Prehliadac .
v , autorizacny token
pouzivatela

Server + sluzby
aplikacie

Peter Bednar
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Autentifikdcia pomocou OAuth 2.0 (3)

2. Aplikacia moze volitelne poziadat server poskytovatela identity o
profil pouzivatela, ktory obsahuje zakladné informacie o

pouzivatelovi. V poziadavke zasle autorizacny token platny pre
dané prihlasenie.

Server
autorizaCny token poskytovatela
identity
Prehliadac : v, ,
v, , profil pouzivatela
pouzivatela

Server + sluzby
aplikacie
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Autorizacia pomocou OAuth 2.0 (1)

1. Stranka aplikacie poziada o zdroj na servery aplikacie (subor, alebo
data sluzby). V poziadavke uvedie autorizacny token platny pre

dané prihlasenie

2. Server, alebo sluzba aplikacie poziada server poskytovatela

identity o overenie platnosti tokenu

Prehliadac
pouzivatela

Peter Bednar

Server
poskytovatela

identity
2

1. GET + autorizacny oY
Y 2. autorizaCny token

Server + sluzby
aplikacie
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Autorizacia pomocou OAuth 2.0 (2)

3. Server poskytovatela identity overi platnost tokenu
4. Ak je token platny a prihlaseny pouzivatel ma pristupové prava k
zdroju, server aplikacie vrati zdroj prehliadacCu pouzivatela

Prehliadac
pouzivatela

4. data zdroja

Peter Bednar

Server
poskytovatela
identity

A
3. overenie tokenu

Server + sluzby
aplikacie
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Autentifikacia s Google AP

« Postup: https://developers.google.com/identity/sign-in/web/

1. Registracia vyvojara
— Pre registraciu vaSej aplikacie musite mat Google ucet
2. Registracia aplikacie na stranke Google APl Console

— Po registracii aplikacie ziskate client 1D, ktoré sa pouziva na
overovanie totoznosti vasej aplikacie pri prihlasovani

3. Integracia prihlasovania do stranky aplikacie

Peter Bednar
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Registracia aplikacie (1)

e

&«

API

11|
ﬂl

<l

RPI Enabled APls 8. services — APls = X 2 = O ¥

> C 2 console.cloud.google.com/projectselector2/apis/dashboard?pli=18supportedpurview=... ¥¢ o

Google Cloud

APls & Services

Enabled APIs & services
Library

Credentials

OAuth consent screen

Page usage agreements

Select a project « Q <4 lﬁl H a @ : 0

R Enabled APls & services

@  Toview this page, select a project. CREATE PROJECT

1. Po prihlaseni na
https://console.developers.google.com

je potrebné vytvorit novy projekt

Peter Bednar
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TU KosSice

Registracia aplikacie (2)

w & New Project — Google Cloud cc X +

= Google Cloud

New Project

< > C 2s consolecloud.google.com/projectcreate?previousPage=%2Fprojectselector2%2Fapis%...

Q @ & a2 @

nezobrazuje pouzivatelovi)

2. Zvolte si ndzov projektu (nazov projektu sa

I Project name *

AWT Demo Projekd (7]
Project 1D: awt-demo-projekt-438307. It cannot be changed later. EDIT
Location *

[ B No organization BROWSE

Parent arganization or folder

O

X

* @

Peter Bednar
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Registracia aplikacie (3)

e

&«

RPT APls 8 Services — APls B Servic

X ar — O X

> C 2 console.cloud.google.com/apis/credentials?project=awt-demo-projekt-438307&suppo... 17 o :

Google Cloud

% AWT Demo Projekt Q 7T & a2 @

3. Vytvorte nové
prihlasovacie udaje

i
i

<l

Library

Credentials

OAuth consent screen

Page usage agreements

Credentials + CREATE CREDENTIALS @ DELETE :

Create credentials to access your enabled APls. Learn more [4

Remember to configure the OAuth consent screen with information about
your application.

CONFIGURE CONSENT SCREEN

APl Keys

|:| Name Creation date Restrictions Actions

No API keys to display

OAuth 2.0 Client IDs

D Name Creation date J Type Client ID Action:

No OAuth clients to display

Peter Bednar
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Registracia aplikacie (4)

b RPT APls 8 Services — APls 8 Servic. X 2 — O W

&« > C 2 console.cloud.google.com/apis/credentials?project=awt-demo-projekt-438307&suppo... 17 o :

2* AWT Demo Projekt «

4. Zvolte prihlasovacie udaje pre

= Google Cloud

OAuth 2.0

API APIs & Services [ | Credentials

APl key

<%  Enabled APIs
Identifies your project using a simple API key to check quota and access

nore [

m .
w  Library OAuth client ID " _
screen with information about
. Requests user consent so your app can access the user's data
o Credentials
h Service account
i OAuth conser) Enzhles server-to-server, app-level authentication using robot accounts
= Page usage a
Help me choose
Asks a few questions to help you decide which type of credential to use
|| Mame CTeation oate < Hestrictions Actions
No API keys to display
OAuth 2.0 Client IDs
D Name Creation date J Type Client ID Action:
<l

No OAuth clients to display

Peter Bednar
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Registracia aplikacie (5)

= Google Cloud
API APIs & Services

<%  Enabled APIs & services

EE

Library

Credentials

?

3 0OAuth consent screen

Sy  Page usage agreements

<l

A API Create QAuth client 1D — APls &

x

+

&« > &) 22 consolecloud.google.com/apis/credentials/oauthclient?previousPage=%2Fapis%2Fcred... ke o

= O X

3* AWT Demo Projekt = Q 4+ F B0 A @ e

2

& Create OAuth client ID

A client ID is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 [ for more
information. Learn more [2 about OAuth client types.

A

To create an OAuth client 1D, you must first configure your consent screen

CONFIGURE CONSENT SCREEN

5. Najprv je potrebné nakonfigurovat
informdacie, ktoré sa zobrazia
pouZzivatelovi pri prvom prihlaseni do
aplikacie cez Google.

Peter Bednar

23



Aplikacie Webovych technologii BIRLER G [«-!

Registracia aplikacie (6)

¥  API APls B Services— AWT Demo FI X ar = O W
&« > C 2 console.cloud.google.com/apis/credentials/consent?project=awt-demo-projekt-4... ¥ N2 o
= Google Cloud l % AWT Demo Projekt w l Q 4+ F =0 A @ : G

6. Zvolte
kazdy kto

externych pouzivatelov, en
ma Google konto sa mbze

b configure and register your app, including your

<l

. 7 o v . . 7 . . .
pri h IaSIt dO vasej a pl | kaC|e ly associate one app with your project.
o credenars User Type
i OAuth consent screen ) Internal @
S»  Page usage agreements Only available to users within your organization. You will not need to
submit your app for verification. Learn more about user type @2
® External @

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
wverify your app. Learn more about user type 2

Peter Bednar
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Registracia aplikacie (7)

v~  API Edit app registration — APls & 5 X ar

< > C 2% console.cloud.google.com/apis/credentials/consent/editnewAppinternalUser=fal... ¥ 2 o

= Google Cloud S+ AWT Demo Projekt + | Q 4+ F B0 A @ e
API APIs & Services | Edit app registration 4
¢ Enabled APIs & services @ oOAuthconsentscreen — @) Scopes — ) Testusers —
it Library ! . , L ;

| 7. Zvolte si nazov aplikacie, ktory sa
or Credentials

zobrazi pouzivatelovi a zadajte kontaktny

email
TTITS STTOVI S 1T T2 COTISETIT SLToerT, gt NS eng USers R0 Wig you are ang contact.

you

i 0Auth consent screen

Sy  Page usage agreements

App name *
[ AWT Demo Aplikacia

The name of the app asking for consent

User support email *
I awt.demo.user@gmail.com -

For users to contact you with questions about their consent. Learn more (4

<l

Arnn lamas

Peter Bednar
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Registracia aplikacie (8)

= Google Cloud

API APIs & Services

<%  Enabled APIs & services

~ API Edit app registration — APls 8¢ ¢

x

+ - O

< > C 2% console.cloud.google.com/apis/credentials/consent/editnewAppinternalUser=fal... ¥ 2 o

2* AWT Demo Projekt «

2

Edit app registration

Q 4+ B oo : @

Authorized domains @

it Library
When a domain is used on the consent screen or in an OAuth client’s configuration, it must be
O Credentials pre-registered here. If your app needs to go through verification, please go to the Google Search
Console to check if your domains are authorized. Learn more [2 about the authorized domain
¥ 0OAuth consent screen i
= Page usage agreements Authorized domain 1 *
[tuke_sk
<+ ADD DOMAIN
Develo . . ,
8. Zaregistrujte doménu servera na
E I d . . 4 . . 4
mal=4d ktorej bude aplikacia umiestnena
These em
<l
CANVLE ARMD SORITIRN D CARICT)

Peter Bednar
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Registracia aplikacie (9)

b API Edit app registration — APls &5 X +

= Y fa] 0=  omcnle clend cooale coen fo e e Aot olo oo s

9. Na tejto obrazovke mozZete nastavit,
ku ktorym informaciam, ktoré spravuje
Google si vyziada vase aplikacia pristup
od pouzivatela. Tento krok mbzete
preskocit a pouzit prednastavené
obmedzenia.

nt/editnewAppinternalUser=fal... ¥f +

Q 4+ T H Q0

n — @) Scopes — €) Testusers —

Sy  Page usage agreements

hissions you request users to autharize for your

app and allow your project to access specific types of private user data
from their Google Account. Learn more (2

ADD OR REMOVE SCOPES

APl P Scope
<l

No rows to display

Your non-sensitive scopes

User-facing description

4

Peter Bednar
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Registracia aplikacie (10)

~ API Edit app registration — APls 8¢ ¢

x + - O

PR ~ ) o= P muianicicrodantiolcicancant lodiznoudionlnternallser=fal... ¥r li' o

pouzivatelov.

<%  Enabled APIs & services

Library

EE

Credentials

?

0OAuth consent screen

N

Sy  Page usage agreements

<l

Test users

10. Pridajte si svoje konto medzi testovacich & HA O @

While publishing status is set to "Testing", only test users are able to access
the app. Allowed user cap prior to app verification is 100, and is counted over
the entire lifetime of the app. Learn more @

+ ADD USERS

= Filter Enter property name or value (7]

User information

awt.demo.user@gmail.com [}

SAVE AND CONTINUE CAMCEL

Peter Bednar
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Registracia aplikacie (11)

b API Create OAuth client 1D - APIs & X 2 = O

' | o- peale clogid oo o] U [ NSV - W &4, o
11. Zvolte si generovanie prihlasovacich udajov pre
webovu aplikaciu a nazov klienta (nazov klienta sa
nezobrazuje pouzivatelovi a slUzi iba na manazZovanie
prihlasovacich udajov v Google API Console)

w Library multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 [ for more
w information. Learn more [2 about OAuth client types.

OUr app runs on

o~ Credentials Application type *

Web application -
3 0OAuth consent screen pp
— Name *
=»  Page usage agreements

Web client 1

The name of your QAuth 2.0 client. This name is only used to identify the client in the
consale and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains 2.

Authorized JavaScript origins @
<l

For use with requests from a browser

Peter Bednar
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Registracia aplikacie (12)

v API Create OAuth client 1D - APIs & X 2

12. Zadajte URL servera na ktorom bude umiestnena
aplikacia. MézZete zadat aj http://localhost pre
testovanie na lokalnom pocitaci pocas vyvoja

Sy  Page usage agreements

ap||kéC|e. ratically added to
it Library
o-  Credentials Authorized JavaScript origins @
@ OAuth consent screen For use with requests from a browser

URIs 1 *
[ https://peter.bednar.website tuke.sk

URIs 2 *
[ http://localhost

4+ ADD URI

« Authorized redirect URIs @

Peter Bednar
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Registracia aplikacie (13)

¥  API Credentials — APls & Services— X +

pri overeni tokenu na strane servera.

13. Po vytvoreni prihlasovacich udajov sa
vygeneruje ID klienta, ktoré je potrebné
pre prihlasenie pouzivatela do webovej
aplikacie a privatny klU¢, ktory sa pouziva  [mcrecemesnasiss

crient=651318209679-0hrvo.. % &, @

5[ listed on your

0Auth consent screen

Client ID

Client secret

651318299679
Ohrvosifimh62e84r148u885lvgsonre.ap
ps.googleusercontent.com Ty

XXXXXXXXXXXXXXXXXXXXXX o

Creation date

Status

October 11,2024 at 10:14:44 AM
GMT+2

& Enabled

OK

Peter Bednar
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Integracia prihlasovania do stranky aplikacie (1)

1. Do hlaviCky stranky pridame nacitanie JavaScript kniznice pre Google
API klienta.

<script src=" />

2. Do tela stranky pridame element pre inicializaciu Google API
klienta. Tento element sa nezobrazuije.

<div id=" "
data-client_id="
data-context="
data-ux_mode="
data-callback=" !
data-auto _prompt=" "
</div>

32
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Integracia prihlasovania do stranky aplikacie (2)
3. Na stranke vytvorime prihlasovacie tlacidlo.

<div class="g id signin™
data-type="standard"
data-shape="rectangular"
data-theme="outline™
data-text="signin with"
data-size="large"
data-width="250"
data-logo alignment="left">

</div>

Peter Bednar
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Integracia prihlasovania do stranky aplikacie (3)

4. Pridame skript s funkciou, ktora sa vola po prihlaseni a v ktorej
mozeme zistit informacie o prihlasenom pouzivatelovi.

<script>
function handleCredentialResponse(response) {

token = response.credential;
token = token.split(".");
payload = JSON.parse(atob(token[1]));
console.log(payload.sub);
console.log(payload.given _name);
console.log(payload.family name);
console.log(payload.picture);
console.log(payload.email);

¥

</script>

Peter Bednar
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Priklady

* Prihlasovanie pomocou Google API

Peter Bednar
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